
National Institute of Informatics

https://ccrd.nii.ac.jp/sc24/

Zero Trust based IoT Security
https://zt-iot.nii.ac.jp/en/

This project aims to realize secure Internet of Things (IoT) systems by the concept of

zero trust by the fusion of formal verification and system software technologies.

In formal verification research, we provide mathematical proofs for the legitimacy of IoT

trust chains and address undiscovered threats by combining static and dynamic

verification. In system software research,

we develop mechanisms for isolated

execution, automatic detection and

automatic countermeasures in

conjunction with the theoretical results

to demonstrate zero trust IoT (ZT-IoT).

Formal Verification
• Rabbit *3 is a system modeling language for 

formally verifying cybersecurity, its main target 

being non-experts in formal verification.

•  System models can be described by using OS-

level notions (such as processes, channels and 

files) and access control mechanism à la SELinux.

• The (current) implementation of Rabbit works as a 

translator to the input lang. of the Tamarin Prover, a 

model checker designed for security protocols.
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System Software

Monitoring & Policy Enforcement

• A monitoring and enforcement framework*2 based

on Linux Audit and MQTT for IoT devices is being

designed and implemented.

•While many existing works using Linux Audit have

pointed out undesirable runtime overhead to the

system, applying proper Linux cgroup carries out

a real-time execution environment for application

and system security monitoring as shown in the

right figure.
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2024.

Resilience of IoT Software (SW)

• Software certification framework (SCF) to assure SW reliability, where the user can confirm:
• Integrity of the SW by the digital signature of the SW developer/integrator

• Vulnerability assessment results with the digital signature by the authorized third-party organization.

• Prototype implementation to assess container-based SW using CI/CD pipelines with GitHub Actions,

Docker Scout and digital signature by OpenSSL.

• Over-the-air (OTA) SW update framework*1 for SW life cycle management:
• Deploy reliable SW to IoT devices co-working with SCF.

• Automatically update installed vulnerable SW.

NII posters are

available at:

Arducam PTZ Camera
(Sony IMX477 CMOS)

Security 
controller

Raspberry Pi 4 Model B
(Coretex-A7 @1.5 GHz x 4)

Linux Kernel

Camera Appl.
(Libcamera, 

Gstreamer)

Rest API 
Server

(Flask)

Enforcementer
(compsec)

C
oo

rd
in

at
or

(M
Q

T
T

 B
ro

ke
r)

Monitoring & 
Enforcement

Monitor
(Auditd, Plugin)

Anomaly
Detector

App.slice Mon.slice

CFS (default) Realtime (with high priority)

CFS Scheduling

App.slice Mon.slice

Auditd@RT

Auditd

App.slice Mon.slice

App@RT

Scheduling Policies

60 59.53 60 59.95

45.18

60

47.15

0

10

20

30

40

50

60

70

N
o 

M
on

ito
rin

g

C
FS

A
ud

it@
R
T

A
pp

@
R
T

C
FS

A
ud

it@
R
T

A
pp

@
R
T

F
P

S

Framerate

CPU Sharing CPU Isolation

90.8
98.92

108.8

94.89

121.41

93.37

123.31

0

20

40

60

80

100

120

140

N
o 

M
on

ito
rin

g

C
FS

A
ud

it@
R
T

A
pp

@
R
T

C
FS

A
ud

it@
R
T

A
pp

@
R
T

T
im

e
 (

s
e

c
o

n
d

)

Request Response Time

CPU Sharing CPU Isolation

H
ig

h
er

 t
h

e 
b

et
te

r

Lo
w

er th
e b

etter

*2 J. Yin, Y. Ishikawa, A.Takefusa, “A Linux Audit  and MQTT based Monitoring 

Framew ork for IoT Devices and Its  Evaluation ," IPSJ  Journal vol.  34 No. 8, Aug. 2024.

*3 T. Inaba, Y. Ishikawa, A. Igarashi, T. Sek iyama. “Rabbit:  A Language to 

Model and Verify Data-Flow in Networked Systems,”  Proc. ISNCC , Oct. 

2024.


	Slide 1: Zero Trust based IoT Security

