Zero Trust based lIoT Security

https://zt-iot.nii.ac.jp/en/

This project aims to realize secure Internet of Things (loT) systems by the concept of
zero trust by the fusion of formal verification and system software technologies.
In formal verification research, we provide mathematical proofs for the legitimacy of 10T
trust chains and address undiscovered threats by combining static and dynamic
verification. In system software research, o7 Appreion B niii 1,2
we develop mechanisms for isolated

execution, automatic detection and
automatic countermeasures in
conjunction with the theoretical results
to demonstrate zero trust loT (ZT—IoT)
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» Software certification framework (SCF) to assure SW reliability, where the user can confirm:
* Integrity of the SW by the digital signature of the SW developer/integrator
* Vulnerability assessment results with the digital signature by the authorized third-party organization.
* Prototype implementation to assess container-based SW using CI/CD pipelines with GitHub Actions,
Docker Scout and digital signature by OpenSSL.

* Over-the-air (OTA) SW update framework*! for SW life cycle management:
* Deploy rellable SW to IOT dEVICeS co-worklng Wlth SCF *1N. Aoki, A. Takefusa, Y. Ishikawa, Y. Ono, E. Sakane, K. Aida, "ZT-OTA Update

. AUtOmatica”y Update installed vulnerable SW. Framew ork for IoT Devices toward Zero Trust|oT," Proc. COMPSAC, NETSAP, Jul.
2024.
Monitoring & Policy Enforcement =)} L e e e
« A monitoring and enforcement framework*2 based i Y wmnnun () jj:
on Linux Audit and MQTT for 10T devices is being —
. . Detector 3 a0 § 80
designed and implemented. =N
. .. . . . FH )/ g | usa, Pugin) [ 5 " "
*While many existing works using Linux Audit have Camer ol [N ener | | 2] | E N
. A K (Libcamera, (compsec) 0
pointed out undesirable runtime overhead to the Ci ) : ! o ¥ ¢
Linux Kernel @‘* & @ @ \,@““\ 5\ & &

. . . . . aspberry Pi4 Model Schedulm Policies -crsdi wit) I Realtime (with high priority)
a real-time execution environment for application st . = M

'k'_J‘ _ (Corelex-AT @15 GHz x4)
and system security monitoring as shown in the — ™ .

. . CFS Scheduling Auditd@RT App@RT
right figure.

system, applying proper Linux cgroup carries out 3

(Sony IMX477 CMOS)

*23.Yin, Y. Ishikawa, A.Takefusa, “A Linux Audit and MQTT based Monitoring
Framework for IoT Devices and Its Evaluation,” IPSJ Journal vol. 34 No. 8, Aug. 2024.

Formal Verification

* Rabbit *3is a system modeling language for [system moaem] | [secumy req.] @) Model a
formally verifying cybersecurity, its main target (abbitmodel ’ by Rabbit
being non-experts in formal verification. - .. .

* System models can be described by using OS- -
level notions (such as processes, channels and [ Tamarin model (M) ] [ Lemma () ] Cabtitto
files) and access control mechanism a la SELinux. femarin Frover

* The (current) implementation of Rabbit works as a
translator to the input lang. of the Tamarin Prover, a >
model checker designed for security protocols. on k@7 . "y oFH0
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