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Monitoring & Policy Enforcement
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* A monitoring and enforcement framework* based
on Linux Audit and MQTT for loT devices is being
designed and implemented.

» As shown in the above figure, a prototype system
carries out a real-time execution environment for
application and system security monitoring using
optimum process-to-core mapping. Many existing
works using Linux Audit pointed out the
undesirable runtime overhead to the system.

* A Linux Audit and MQTT-based Security Monitoring Framework," IEEE COMPSAC 2023, June 2023.

Software Certification Service
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*Security in research software, or software
reliability, is now a crucial issue in research
communities to certify that research software is
properly and securely executed.

*We propose a software certification framework to
assure software reliability, where the user can
confirm:
*The integrity of the software by the digital
signature of the software developer/integrator
*The vulnerability assessment results from the
digital signature of the authorized third-party
organization.

Formal Verification
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* Rabbit is a system modeling language for formally
verifying cybersecurity, its main target being non-
experts in formal verification.

* The (current) implementation of Rabbit works as a
translator to the input lang. of the Tamarin Prover**,
which is a model checker for security protocols.

* Unlike Tamarin, which is based on the theory of
multiset rewriting, Rabbit provides more familiar
syntax to describe loT systems.

** Tamarin Prover: https://tamarin-prover.github.io/

Tiered Key Management using TEE
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Hardware Root of Trust (RoT)

*We propose a tiered PKI key management
scheme using TEE to address integrity and
authenticity:

* A multi-authenticator model is applied to realize
the trust chain from RoT.

*Hardware RoT is used as the Tier-1 secret key.

*Tier-2/Tier-3 keys are generated and stored in
TEE for each application/communication.

*We have developed the prototype system using
Arm TrustZone, OP-TEE, and PKCS #11 and
confirmed that the secret key stored
in TEE can be used in client auth. of
the MQTT communication over TLS.
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